Chapter-9
Overview of Cyber Security
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Cyber Security- goceoic & Ulg fdecd o geal g faed
gIedde, direde, 3¢ el eMfde & | Ig o ersal & fAche
Soll ATgele 3¢ el | AT8de 34 ddbofioh & dadfeld & fored
fAecd slcdd, WA 31T STel enfae § | Tiafes Aoyt &
Zasfeld geell fadd siead Zeal 3ie Tslidelsl Td el
2MAG 8 |

It is the security of systems connected to the Internet,
which includes hardware, software, and data. It is made
up of two words: cyber and security. Cyber is related to
the technology which includes system network,
program and data. Whereas security related security
includes network security and application and
information security.

Need and Goal of Cyber Security - ATSd¢ de&T Agcaquf
¢ Tiifs I8 fhet 31T TTGEl ol ATSaT gaTes! 3ite
Zidcoreffes 3ie U Glelohrdl ohi et a1 glfel & Sald gl
ATSaE T2elT UeIae ot 3aeddsdr g¢ ad 3iie JaT A g,
3fdhol Ug 2ute g fob faciia Aarail, areed SesTes, eIy,
fafoiarior 31T Icer 8 & {92y &0 & dchlcd 3Tdeddhdl gl
Cyber security is important because it safeguards
individuals and organizations against cyber attacks and
theft or loss of sensitive and confidential information.




Cyber security professionals are needed across every
sector and industry, but it is clear that there is
particularly urgent need in financial services, health
care, government, manufacturing and retail.

Securing PC (bR &)~ hce ot ol drsee
faarRNfect ar 3t faarfet & oi1er & ff GiTell oirdr 8138
T Uielifarehl ot T eimen  ford faely &u & e bl
el b fo5C ST 91T 81 §efel ohce faeed 3ie ger, foid
I T AT T d dhed &, ohi el gl 81 I8 ol el &b
&U 3 STl SITdT 8, Uil e TS SR aldl gl hce eell
3820 & el ot AT A Gl heell eNfAc gl

Computer security is also known as cyber security or IT
security. It is a branch of information technology
specifically designed to protect computers. This
protects computer systems and the data they store or
access. This is known as information security, which
applies to computers. The purpose of computer security
includes protecting information from theft.

Cyber Attack faat a2z & & &hd1 & (Cyber attack can
happen in the following way)-

1. Downloadable Programs: Downloadable Files Virus T
A Y dT ddid Hid gl fabedt aft TrebTe ot Executable
File; uid- Games, Screen Saver scIfe SHb Y Source
g1afe 3 fdseft Programme 1 Internet & Download
ool ATgd &l Download heel & Uge U Programme
b1 Scan heell 3Tdedd gl




Downloadable files are the most important and possible
source of viruses. Any type of executable file; Like-
Games, Screen Saver etc. are its main sources. If you
want to download any program from the Internet. It is
necessary to scan each program before downloading.

2. Cracked Software: I Software Virus Attacks & 3o
did 81 88 UbTe b Software H Virus deil bugs, & glol thi
TN S{cafdes gt 81 fotog Goahe feiecd & Gg el Jga
HISal 81 SHATBT Internet & Fell bl fsedt off Reliable
Source & & Download el ITfEC|

Cracked Software: These are other sources of Software
Virus Attacks. There is a high possibility of viruses and
bugs in this type of software. It is very difficult to find
them and remove them from the system. Therefore,
information from the Internet should be downloaded
from any reliable source only.

3. E-Mail Attachments: I Attachment Virus & & &ld
gid €181 E-Mail Attachments I 3MTeTelt & Handle fdar
ST &Ahdl &l

E-Mail Attachments: These are the main sources of
Attachment Virus. These e-mail attachments can be
handled easily.

4. Internet: Iaf! BRI b Users, Computer Systems TZ
Virus Attacks & Unaware &1d &l g¢dolc U2 3Uaed Click AT
Download E&Te dad &l Virus o thosal o fovt 3aeerdt gid
&l

Internet: All computer users are unaware of virus attacks




on computer systems. Click or download etc. elements
available on the internet are responsible for the spread
of the virus.

5. Booting from Unknown CD: A 3ft Computer &1 oTat
e ZEl &1dl & I HAT Hhcd A Ugl CD I foldbles ool gt
Slch ATl WTdT 81 AUfS & heRce & CD olgl foldhlosd & i
g Zad: & Disc & Boot &lal &IIdt g, fAdd Virus Attack &t
HFHTAST §6 T &l

Booting from Unknown CD: Whenever the computer is
not working, it is considered appropriate to remove the
CD lying in the computer. If we do not remove the CD
from the computer, it automatically starts booting into
the disc, which increases the possibility of virus attack.

hIce el o TCdh (Components of Computer
Security)

Computer Security System & Basic Components 5
yehTe &

1. Confidentiality: fa>eft 8ft Information/data @& 3
llegal person §TET Access ol glal chl el ol Hfofd heall
S 3foavid 3MTaT gl

This includes ensuring that any information/data is not
accessed by any other illegal person.

2. Non-Repudiation: Message @1 81uel dTe3T Original
Person @al 3{Ual Message Dl &dd &1 glal & o Ignore e
&1 58 UobTe ohl i ddl bl Non-Repudiation Hgd &l

The original person sending the message may ignore




his message as being his own. This type of assurance is
called Non-Repudiation.

3. Authentication: Ig computer system ™I S&dd
ol die> Afch & Legal 31T lllegal gl ol FffSd dedT
gl

It ensures that the person using the computer system is
legal or illegal.

4. Access Control: f5id User &l ool resources T U9
ol ol 3IIdTfd UTed €l g 9hdc 3og! Resources Il
ST Dl 5 I1d bl FfAFddT bl Access Control gl
GG

The user should use only those resources which he has
permission to use. Ensuring this is called Access Control.

5. Availability: dafl Systems & R &l & Process I
el gloll d fasddT oft Legal User @1 AT Sol & of Holl chdalll
& Availability & ST & STell TdT 8l

The working process of all the systems should be
correct and not denying services to any legal user. This
is known as Availability.

6. Cryptography: fds&fl el ol fuTdse It Secret deids
& fo5erel &l ddsofics W1 Cryptography T STdT &l S
ATETA & Internet U Data Transfer & glelel Data I
geferd g Arar gl

The technique of writing any information in a hidden or
secret manner is called Cryptography. Through this,
data is kept safe during data transfer over the Internet.




Cryptography & U1 &l 913 dcd

Cryptography & Yh glal dics dcd foldeliosfed &

1.

Plain Text: Ig Input & &U & fGdT BTl dTeT Originall
Message EldT gl

This is the original message given as input.

. Cypher: Jg bit-by-bit dT character-by-character

gfeddel dheot bl UfchaT g, foierdt eecer ot afef sTet
daoxdll

It is the process of making bit-by-bit or character-
by-character changes, in which the meaning of the
message does not change.

. Cipher Text: Jg Coded message Il encrypted data

giar g fad user &1-2ftd oidt ue adsdr

This is a coded message or encrypted data which
the user cannot read directly.

. Encryption: Plain Text @1 Cyber Text & Ufddfdd deal

b1 UfchaT bl Encryption Bhgd &1 5eich dgd T
encryption algorithm T YT gidT &l

The process of converting plain text into cyber text
is called encryption. Under this an encryption
algorithm is used.

. Decryption: Ig Encryption Process @I Reverse gid]

& 31fd 5 cyber text I Plain Text & Ufddfdd fobar
GG

This is the reverse of the encryption process, that is,
in this the cyber text is converted into plain text.




6. Stenography: Message @I 3db Original &Y b1
BUTS &l BT DI Stenography HEd gl Tg Data
Privacy & Integration & #¢¢ hedl 8l
The art of hiding a message in its original form is
called Stenography. It helps in Data Privacy &
Integration.

7. Integrity: I8 HffAd hear g fab Information bl fabeft
llegal User gTeT 8&1 Uehle deedl dl oTel 31T fob 3 legal
User aft o UgdTel ddb| Integration Computer Security
T Teh 3iod AgcdYUf Component &l
This ensures that the information is not changed by
any illegal user in such a way that even the legal
user cannot recognize it. Integration is a very
important component of Computer Security.

BHwIce J2T @ 3UIT (Computer Security Threats
Solutions)

Windows Firewalls: I 7 dl Hardware T Software
Programme &id &, Windows Firewall Tch 3/deiel 8, Tl
Internet T fhelT 31cd Network & 3iTol ATt Tilelcbrdl (fofd
&g dT¢ Traffic BET AT 8) i Wid Bedl g 31 3Madt
Firewall Setting & 3(TEITE UL AT a1 3& oTchTe Gt AT U
Computer U2 3{Tal o1 3reldAfd Sl 3 |

These are either hardware or software programs,
Windows Firewall is a barrier that checks for information
(sometimes called traffic) coming from the Internet or
any other network and either rejects it depending on




your firewall settings. Gives or allows access to your
computer.

Firewall 3cTfeipd Users 1 fareft Network T Internet &
3MMYds Computer doh 3Tl & Sldhdhe Seichl Zeall dhedT gl
Windows firewall Windows XP & 3fodfoliad &IdT & 312 3(Ual
319 TTed &1 oiTdT 8, f e 3iTudh Computer ol aTIEET 3763
{28l el & g8l cheol A d16g fdosdi gl

A firewall protects your computer by preventing
unauthorized users from accessing it through a network
or the Internet. The Windows firewall is built into
Windows XP and turns on automatically, helping to
protect your computer from viruses and other security
threats.

Antivirus Software: Ig 35T Computer Programme & &ail
gl g, Wifd> Computer Virus @1 UgdTelol ol 3¢ 3d &Clal
bl BT Bed &, 31 31T Malicious Software (Malware) bt
UgdTal dhed 8l Antivirus Program Virus, Verse 3le Trojan
Horses G&Tal & fST e-mail 312 TS BHece hi 3
(pIsesl ohl Wi dhedl gl Ife dlg Virus, Worm AT Trojan
Horse fAe3d €, dl g 3 Computer W1 Sldbellol T
3Ad Ugeh Antivirus Programme T dl S& 2 e THdl 8
T 5 UL ddg & gel ol al

It is made up of computer programs that identify and
remove computer viruses and identify other malicious
software (malware). Antivirus programs check e-mail
and other files on your computer for viruses, viruses and
Trojan horses. If a virus, worm or Trojan horse is found,




the antivirus program either stops it or removes it
completely before it can cause damage to your
computer.

&g Antivirus Programme & Automatic Updates 1 &l
2l & UTd 3MUhT Antivirus Software Update WTUITEIT%,
dl el & AT T Viruses 1 TH List Tilg & AATd! g, fAdd
3MYehT Computer o8 Attack & Eefeld &l oirdT 8l

Many antivirus programs have the capability of
automatic updates. When your antivirus software is
updated, a list of new viruses is added to check, making
your computer safe from new attacks.

Example:

% K7 Total Security
% Avast Antivirus
% McAfee

% Bit defender

% Norton

% Quick Heal

% Kaspersky

% Symantec

% Norton

% MacAfee

Virus: Virus fdeflerss a1 Misleading program gld g, oit
Internet U¢ T faseft Network T2 Tdh Computer & eI

Computer U2 Bosd gl Virus 310 Blgel & Attached &l ATd
& 1 Zad hl dTdATed U & feETS Gol aTod! BISs b U A




BUT &d 819 gad ol Copy dall ddbd € 3¢ 3TTdh
Computer & fdfaleet 89T W& Documents, Programme
3{I¢ 31U Operating System & AT Bl Infect e Hbd
gl

Viruses are destructive or misleading programs that
spread from one computer to another on the Internet or
over a network. Viruses attach to other files or disguise
themselves as normally visible files. They can make
copies of themselves and infect various parts of your
computer such as documents, programs, and parts of
your operating system.

3ifelopde Virus Zad ol faheft tTges AT TIhT Hard Disc &
fabeft 81T & 3iele37oT ohe ™d & 3HI¢ dd Operating System
& affde 37ed RATell Ue 3Ueil Copy Felld &1 S Virus A HIs
EIdT 8, Tl tIgcd! ol geTahe UT Security Settings T &
gCTohe, 3od JHThAUT Bl 3idfozid e Hfeldh Destruction
b DhIZUT doldl ?I Example- Creeper, Melissq, | Love You,
Code Red, Trojan Horses etc.

Most viruses attach themselves to a file or part of your
hard disk and then make copies of themselves in other
places within the operating system. Some viruses
contain code that causes more destruction by deleting
files or lowering the level of security settings, inviting
other attacks. Example- Creeper, Melissqg, | Love You,
Code Red, Trojan Horses etc.

Worms: Worms Tcb BT Programme &, Uil 3Usft Copies
ddTe dhedT € 3T Operating System o dTg¢ off thed Hehdl




1 T8 E -mail IT 33 Ufedget Yfchdl o1 3UT &e off Th
Computer & &¢ Computer T2 HT &b .

Worms are programs that create copies of themselves
and can spread outside the operating system. It can
also move from one computer to another using e-mail
or other transportation devices.

Worms 31U Computer Data 3112 Security T 51897 J&fi
UcbTe & SlehdTel ohe &dhdl g Wdl- Virus, Udad I Virus & 5
JehTe falool & fds 9 T System & G2 System & Zad i
Copy Foll Hebd 8.

Worms can damage your computer data and security
in almost the same way as viruses, but they are different
from viruses in that they can make copies of themselves
from one system to another.

Trojan Horse: Trojan Horse T Harmless Programme g,
il S VohTe TolTdT HTdT & fds 3T Ig il &9l fdb 3MUehl
SHDI 3HTTYDBAT §, U2 W U 58 TSI &, dl TE SlchTe]
ugdldl &1 g ATATSAT: Internet & Downloads & AT 3HTdT
&l Trojan Horse Virus 3{IZ Worms bl ddg 3Ual 3T oTel
Usehd 3ifefasdd Virus Protection Programs dhdces Beb Eifdd
&1 3 & Trojan Horse o1 6 &idhd &l 3(Uel Computer bl
Trojan Horse & Eefeld T&Ial o 31THT ddldhl § o
8ISTddIC Websites e €l WTaTT 3i1e Il Bl dd dob
Downloads deal & Tl Tid ddb fdb 3TUdhl 31> &ld b
§TS 3 off areiatr o &l

Trojan Horse is a harmless program that is designed to
make you think you need it, but when you run it, it




causes harm. It usually comes with downloads from the
Internet. Trojan Horses do not spread on their own like
viruses and worms. Most virus protection programs can
only detect a limited number of Trojan Horses. A good
way to keep your computer safe from Trojan horses is to
only visit trusted websites and avoid downloading
things unless you are confident about their source.

Hacking: Network & 5§ Computer & Eg06 cheal bl
UfehdT oI Hacking gd &l Hacking DOS (Denial of
Service) Attack T UfSUTTH 8ft &1 Hehdl 8| Ug hST b
st Resources I Valid Users T2l S&ddITe deal & G2
cEdl g1 5 UfchdT bl 3ffedel TeUT dab UgdTol dicd Afch
T Hacker BHEd &l

The process of infiltrating a computer connected to a
network is called Hacking. Hacking can also result in a
DOS (Denial of Service) attack. It keeps all the resources
of the computer away from being used by valid users.
The person who takes this process to the final stage is
called a Hacker.




